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Systems Engineering T/\gTE D) 4#7
DLR
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= Systems engineering is an interdisciplinary approach focused on designing, integrating, and
managing complex systems throughout their lifecycle.

m -- [ Requirements ] O [ Operation ] —
[ System Design ]
O Testing &
Integration
[Implementation]

[ Mechanics ]
[ Software ]

[ Electronics ]

» Objective: To ensure that all system components work together seamlessly to achieve a
common goal.

= Key Aspects:
= Holistic view: Encompasses hardware, software, people, and processes.
= Emphasis on lifecycle: From concept development to decommissioning.
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Stages in the Process:
» Requirements Analysis: Identifying the needs and constraints.
» System Design: Conceptualizing and architecting the system.
» Implementation: Building or coding the system components.
» Integration and Testing: Ensuring components work together as intended.
= Operation and Maintenance: Managing the system's functionality over time.

m-- [ Requirements ] Operation

[System De5|gn

Testing &
Integratlon

[Implementatlon

[ Mechanics
[ Software

[ Electronics

Iterative Nature: Feedback loops at each stage for continuous improvement.
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Systems engineering encounters several significant challenges, among which are the following:

» Complexity Management: Modern systems are highly complex, integrating numerous components and subsystems.
Managing this complexity, and predicting how changes in one part will affect the whole system, is a fundamental challenge.

* Risk Management: Identifying, analyzing, and mitigating (technical, financial, operational) risks in large-scale projects is
crucial. Engineers must develop strategies to manage these risks, often in presence of uncertainty and limited information.

= Interdisciplinary Collaboration: Systems engineering requires collaboration across various disciplines, including
mechanical, electrical, software, and human factors. Ensuring effective communication and understanding among experts
from these diverse fields is crucial.

» Rapid Technological Changes: The pace of technological advancement is rapid, often outstripping the lifecycle of existing
systems. Keeping up with these changes, integrating new technologies into existing systems is a critical challenge.

» Requirements Management: Defining and managing the requirements of a complex system is an intricate task.
Requirements often change due to various factors like market demands, regulatory changes, or technological
advancements. Adapting to these changes without significantly disrupting the project's progress is a key challenge.

= Regulatory Compliance and Safety: Ensuring compliance with industry standards and safety regulations is crucial. This
becomes even more challenging where different countries may have varying regulations.

= Data Management and Security: Managing the security and integrity of data is paramount. Systems engineers must
ensure data is protected against unauthorized access and cyber threats.
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Model-Based Systems Engineering (MBSE) uses models as an integral part of the
technical baseline that includes the requirements, analysis, design, implementation,
and verification.

= Complexity Management: Comprehensive models that represent all aspects of a
system help in managing complexity by providing a clear and consistent
representation.

= Collaboration: Models as a common language provide a shared framework that
everyone can understand and contribute to.

= Adaptability: Models can be updated more easily than traditional documents,
which enables engineers to more rapidly adapt to evolving requirements.

» Requirements Management: MBSE enables linking system requirements directly
to elements within the model. This ensures traceability and helps to see the
Impact of changes.

» Risk Management: By simulating and analyzing models, MBSE allows engineers
to identify potential issues and risks early in the design process.

= Regulatory Compliance and Safety: Thoroughness and accuracy of MBSE
models assist in ensuring that systems meet regulations and safety requirements.

» Data Management: MBSE models can integrate data from various sources and
maintain data consistency throughout the system's lifecycle.
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» Each application domain comes with particular
demands, regulations, and constraints.

= Modeling frameworks help structuring the e et
development process: Layers

= Layers (perspectives, viewpoints) N S

= Life cycle phases

» Hierarchy levels

* Many modeling languages exist to “fill in”:
» Business Process Model and Notation (BPMN)
= Structured Goal Notation (GSN) Reference Architecture Model Industry 4.0 — RAMI 4.0 (Source: DKE)
= UML diagrams
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S sPeEs Modeling Framework

* Focus on (safety-critical) cyber-physical systems

* Provision of semantically consistent, continuous, traceable MBSE along
viewpoints and abstraction levels

Requirements
Viewpoint
*  Operational context
+ Goals
+ Top-level requirements

G16: All risk
been progerh

Functional
Viewpoint

+  System behavior, and

* Dependencies

*  Decomposition of functions
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History: From SPES 2020 to CrESt T/\gTES

Transformation Hub D L R

Vision
The development of software intense systems (CPS) can be
accomplished through a set of integrated modeling techniques,
their use and integration in the development is fully understood.
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» Compositional Semantic Framework
» Contract-based Design in the SPES Modelling Framework

= A "Meta Theory" of Contract-Based Design
» What contracts are — exactly — good for

» Example

= Applying contract-based design in safety-critical automotive system development
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Abstraction Levels and Viewpoints dosiom ineior difforen; | Transformation Hub

concerns

Abstraction levels
represent design
with different
granularity

Requirements Functional Logical Technical Geometrical

Functiontree with Requirements

1. Ebene

2. Ebene

3. Ebene

Abstraction Levels

All ,cells®

-
4. Ebene represent the E
same system '

5. Ebene

Size: 20x5x50
Rel. Position: (1,1,2)
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Example DeSIQn StepS Transformation Hub
Requirements Functional Loglcal Technical Geometrical

artifi
dentifica
functions t
of function
systems

5: Further refinement

{ | 1-ldentfication |} . Decomposition along supply chain
> of initial : :

“ . into subfunctions

- requirements =

i) N\ /67 Definitio

‘g chnical syst

@

Q

<

7: Further refinement
along supply chain

D £

Contract-Based Design in Model-Based Systems Engineering, Ingo.Stierand@DLR.de
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Example Design Steps nsformation Hub
Requirements Functional Logical Technical Geometrical

mmmm

Abstraction Levels
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Example DeSIQn StepS Transformation Hub
Requirements Functional Logical Technical Geometrical

K\/ N

| Ve W

Abstraction Levels

SN
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COmponentS and HlerarChy Transformation Hub
Logical
= Components ( Trajectory Planning )
= Basic design entity to structure models o—»ds‘i‘,ffej‘;;[;dn" Driver INCenton@+—@ rver st

= Well defined interfaces J !

» Can be reused in different design contexts ' Wodelpredicive Control

* Typed Ports I I
= Define syntactical interface to adjacent k
components / environment
» Hierarchy and Composition Port
= Allows deeply nested component hierarchies '
= Supports top-down and bottom-up design

= Connectors
= Component interaction via port connections
= Simple and complex connectors Complex Connector

' ol | Converter ChannelJ D " ‘ MoC B
. |

path TSE_stat

Component

Connector
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Component Behavior (Semantic Domain) Transformation Hub

= Behavior Is visible at component ports

= Common dense time domain: T = R (for example)
» Port types and value domains: D,, for port p
= Behavior in term of signals: Sp: T >V, U {l}

= | means “absent value”

= Allows for specification of different “types” of behavior:
= Discrete event (absent values except for discrete set of time points)
= Discrete evolution (changes only at discrete time points)
= Continuous evolution

val T valp val
]TT T4 T\ W 1//\/

7 t 7

. . t i — 2t
event discrete-evolution continuous-evolution
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Compositional Semantic Framework
Contracts — Assume/Guarantee Reasoning
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= Assumptions (green):
= Specify necessary conditions of environment and surrounding components for component to work properly

= Guarantees (blue):
» Specify required behavior that must be guaranteed by implementation if used in context compliant to
assumptions

= Split in assumptions and guarantees allows compositional reasoning schemes
= |mplementations can be developed independently
= Reduces verification complexity

= Detect integration issues early in design process before developing implementations

_ ( Trajectory Planning )
Assumption A; driver_stat occurs every 1s. - d‘safe c_or_rido'j ‘/Driver INteNtion @ «— ariver_stat
TSE_stat occurs after every path. _Prediction J {_Recognition J
_ <<satisfy>>
Guarantee G: Reaction(TSE_stat.reached,path)  <--------------1 )

within [150,1500] ms. ‘ Model Predictive Control ‘
Reaction(TSE_stat.paa,path) within
[150,200] ms. I I )

Contract-Based Design in Model-Based Systems Engineering, Ingo.Stierand@DLR.de

path

TSE_stat



Compositional Semantic Framework —Tr D 4#7

Summary

» Contract-Based Design is a key enabler for rigorous formal system design
= Contracts essentially are a particular way to specify behavior
= CBD supports systems engineering processes

» Contract-Based Design is not a System Design Methodology
= |t enfolds its benefits only in conjunction with other design paradigms
= Such as the SPES Modeling Framework

» Contract-Based Design has a well-defined theoretical foundation
= A “meta theory” of contract-based design
= And many potential instances of it (like A/G contracts)
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= Compositional Semantic Framework
» Contract-based Design in the SPES Modelling Framework

= A "Meta Theory" of Contract-Based Design
» What contracts are — exactly — good for

» Example

= Applying contract-based design in safety-critical automotive system development
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» Contract-Based Design implies existence of components
= A component is the basic design entity.
= Components can be composed: M; X M,.

» Not all components can be composed
» Components are composable if M; X M, is well-defined.
= An environment of M is a component E such that E X M is composable.
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= A contract C = (E., M) specifies two sets of components
= Each pair E £ ¢ and M EM ¢ must be composable
» £ € EcIs an environment of C: EeEC:oE€EE,
= M € M, is an implementation of C: MEMC: = Me M,

N
N D
N D
[[[[ E M
C= ( Ec : Mc )

= We say, C is consistent iff it has at least one implementation: M, # @
= We say, C is compatible iff it has at least one environment: E¢c + @
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Reflnement, COnjunCtlon, COmpOSItlon Transformation Hub
= Refinement: Contract C' refines C, C'< C,iff Ec, 2 Ec and M, € M
(e w1 W
= Conjunction: For all C, C, exists infimum{C,, C,}
vM; EM C, M; x M, EM C
= Composition: C, Q@ C, =miny C| |vM, M ¢,| = | E x M; EE C,
VE EE C E xM, EE ¢,

® uM?MlxM;j |
_ uM | L[M 1

Contract-Based Design in Model-Based Systems Engineering, Ingo.Stierand@DLR.de




Contract-Based Design cTE D 4#7
TASTE =~

I m pOrtant P rOpertleS Transformation Hub

» Refinement
» lethe 'S C
= Any implementation of C’ is an implementation of C: MEMC =>MEeEMC
= Any environment of C is an environment of C’: EEfEC=EEEC

* Independent Implementability
" letbe C; < C;and C; < C,
= Composition of C; and C; refines composition of C; and C,: C{ Q C; < C; ® C,
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Important Properties Applied: Virtual Integration Test Transformation Hub

» Typical design steps “decomposition” and “refinement”:
1. Component C is split into components C; and C,, respectively.
= E.g. a complex driving function into planning and execution.
2. Later on, components C; and C, are further refined.
= Resulting in C; and C;, respectively. ( h
3. Component C; results from further decomposition of C; into
C;1 and Cy,.
= (C, may be are-used / library component.
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Important Properties Applied: Virtual Integration Test DLR
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» \What are the proof obligation to ensure that C is satisfied?

C. =C,
2 7 =2 (Independent Implementability)
Refinement
C1 7C11 ®Cp viT C> (C11 ®C) QG
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Virtual Integration Test Conditions Transformation Hub
= Virtual Integration Test: C is given as well as ¢; and C,. C
= Calculating ¢; ® C, and then checking ¢; ® C, < C is not necessary.
= Recall:
. C,$ C|ﬂ:Ec, QEC and Mc, gMC
VM, EM C, My xM, M C
'C1®C2=min C ‘9’1\42|=IVIC2 == EXM1|=EC2
VE £E C ExXM, =t

» For any contract C with

vM, EM ¢, ] M, x M, EM C
VM, EM ¢, | =|| E x M, EE G, VIT Conditions
| VE EEC | E XM, £F ¢ |

holdsthat C; ® C, < C.
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» Modern contract-based design is based on a meta-theory
= Systems are constituted by components;
= Contracts specify valid environments and implementations;

= Contract-Based Design formally defines crucial properties for the development process
» Refinement, composition, satisfaction, virtual integration testing, ...

» There are many different contract theories
= We will see more about A/G-contracts
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= Compositional Semantic Framework
» Contract-based Design in the SPES Modelling Framework

= A "Meta Theory" of Contract-Based Design
» What contracts are — exactly — good for

» Example

= Applying contract-based design in safety-critical automotive system development
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= (Part of) a highly automated vehicle that shall perform two main functions:
l. following a predefined route,
. avoiding collisions with traffic participants / obstacles.

Sensors Control Unit
GPS —‘> Ego Localization | 5
Lidar Z) Object Detection ‘ Path F’Ianner]—b[ Controller ]——b[ Actuators ]
[ Camera \ﬁ Lane Detection ]

= Sensors, Control Unit, Actuators:
» Ego Localization (localize the ego vehicle),
= Object Detection (detect, localize, and classify traffic participants and obstacles),
= Lane Detection (detect lane boundaries),
= Path Planner (plan maneuvers),
= Controller (and calculate actuator commands).

[ASE 2023 - Providing Evidence for Correct and Timely Functioning of
Contract-Based Design in Model-Based Systems Engineering, Ingo.Stierand@DLR.de Software Safety Mechanisms - Becker, Stierand, Koopmann, Westhofen]
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Logical

Sensors 1 Control Unit

GPS Ego Localization

Lidar Object Detection Path PIanner]—)[ Controller

Camera Lane Detection
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Where are we in the SPES Framework?

Sensors
GPS

Ego Localization

Object Detection

DLR

TASTE

Control Unit

Path PIanner]—)@

Lidar

Lane Detection

Camera

.
Transformation Hub
«components
] CANBus Interface
vehicle_commands
vehicle_stat ;i 53 -
wuse:-;,' T ‘—_“‘
. ] s suses
el status <component» -
{ T =] Localization L
i - .
. | euses ~a N
vehicle_statpsty auses TV~ ..
wchmponents R «components s
TRl e =] Particle Filter vehicle_status Bxtended Kalman., | .
=] GPS Grabber AN
£]<~{ fickr_input pose fused pose ctben ..
S B - ’ . ‘\
5]‘” outpun cuses ¢I,dil_| put , cuser K t1:mlmnmem_slal: .
el s v wuses 7 ~
AR A component ; R " component
@l . ’ - - » v N LT 3
me”f’ gps_lfn;:ls_ el ) posel_ =1Ego Pase Fusion v \‘ vehicle_cummm\gi‘s =] Controller
. wuses Sem- '
. gps_inps izl pecr * wvehicle_goal_state
- cuses’,
{«‘(umpunem» . N .
Lidar Grabber idar_output «component» -
environment_state * =7 Path Planner L il
Lt cnntmllel_wa!hmgs
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SRR e )
d T e el
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\ e T |
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“ v N i
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frame D i f , ; I
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! I
.. ‘E e e /' N <] DriverWarnings | ¢
~. ¥8PBhject L ocalization via Lidar object_detectién_warnings
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Y Tl 1 Sensor Fusion i ST s
y A lidar_input - i
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' b ‘[]‘\ ] Object Localization via Camera | S N
) /
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\
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G1: The system is acceptably safe

Safety Case (Excerpt)

Requirements

}

G16: All risk control measures have

been properly realized in the system.
I

I
+
G27: All safety mechanisms are
executed within their FTTI

L

G29: All safety-related software functions
satisfy their timing requirements
I

- - Tr=- - -
———— | T~ o
- ¥ T
G3: All identified hazards have
been mitigated
—— - =~ -
o l S=-a
G8: Avoid hazard H-1 (Omitted
braking maneuver) ASIL C
h 4
S4: Argumentation over activities to
demonstrate sufficiently low
occurrence probaliilitv of hazard
----- = ~ -

Snl4: RTana
timing check
report
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Hazard Analysis and Risk Assessment - =" 4#7
Hazards — Safety Goals — Safety Concept TASTI: DLR
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* HARA: Identification of hazards and corresponding risks
» Here: H-1: Omitted braking maneuver
(a necessary braking maneuver of the ego vehicle is not performed (in time))
= Fault Analysis (FTA, FMEA)T...]
= Two failure modes are considered: o) Ao,
1. One of Lidar or Camera fails permanently. % —— ]t
2. One or both of Lidar and Camera fail for a limited amount of tme.
» Safety Requirements: D Description
SG-1 The system shall prevent omitting required braking maneuvers.
SR-1-1a The system shall use lidar and camera for object detection.
SR-1-1b The system shall ensure that objects are detected if lidar or camera fails.

SR-1-1.1 The system shall identify sensor failures.

SR-1-1.1.1 The system shall identify when the lidar sensor has failed.
SR-1-1.1.2  The system shall identify when the camera has failed.
SR-1-1.2 The system shall mitigate sensor failures.

SR-1-1.2.1 The system shall detect objects using lidar.

SR-1-1.2.2  The system shall detect objects using camera.

SR-1-1.2.3  The system shall fuse the objects detected by lidar and camera.
SR-1-1.3 The system shall use only information from working sensors.
SR-1-2

Contract-Based Design in Model-Based Systems Engineering, Ingo.Stierand@DLR.de




Fault-Tolerant Time Interval (FTTI) - _\ 4#7
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Detection of Normal start of Latest point for start
object Fault braking maneuver  of braking maneuver Collision
< g >
treact FTTI 75brake
<€ >
FTTl/gH
< >
FTTlgyg = FHI
<€ >
Processing chain Processing chain ¢
before fault N after fault act
. Control unit task chain FTTIsys = FHI < treqer + tact + tsense = 2.43s
sens [€ >
e Reaction ti t 2.57
cacltion ume react . S
Sensors Actuators Braking time foraie 205
Sensor processing time  fsense 50 ms
Actuator time tact 100 ms

Control unit WCRT fchain < 800 ms

Remark: We consider a safety mechanism implemented with emergency operation [1ISO26262:2018]

Contract-Based Design in Model-Based Systems Engineering, Ingo.Stierand@DLR.de



Mapping Requirements to Technical Elements A _\ 4#7
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SG-1
______________________________________________________________ e
“ T a
B
i SR1-1 [ |
! '
L e L i
| - Obi Detecti . ! D Description
- ject Detection :
1 N SR-1-11 e HRee Telein L. 5R-1-12 AN " i SG-1 The system shall prevent omitting required braking maneuvers.
Ve T emememememTETTT ' ! SR-1-1a The syst hall lidar and for object detecti
o I e R ' e 4 ystem shall use lidar and camera for object detection.
| e s, - . . RN | (SR 1 2] BW | (SR 1 3) B‘I SR-1-1b The system shall ensure that objects are detected if lidar or camera fails.
P [eR1-1.11 % ; | SR11.21 BW Object Localization [gp 45 3 L ' ' ; SR-1-1.1  The system shall identify sensor failures.
1 i L ' ¥ . [ pommboma e ! SR-1-1.1.1  The system shall identify when the lidar sensor has failed.
. ' lidar output ' - - object_poses ' ! P SR-1-1.1.2  The system shall identify when the camera has failed.
i Fl' ' ¥ Lo o
- = I t k4 SR-1-1.2  The system shall mitigate sensor failures.
! ! | ' Vi SR-1-1.2.1 The system shall detect objects using lidar.
1 ! d ! ’ A SR-1-1.2.2  The system shall detect objects using camera.
ol :' SR-1-1.3 ! SR-1-1.2.3  The system shall fuse the objects detected by lidar and camera.
1 ! ' ! SR-1-1.3  The system shall use only information from working sensors.
P 1 ' SR-1-2
'
i | i frame !
T >
L 1 L
| || [Camera_Grabbef \ SR-1-1.1.21 | |
' .
PN TN T Runnable
IL e e e e e e e e e e e - n
\\‘ . i‘

Lidar Grabber ~ @ Lidar_Function
~ +iy Activity Graph
» & read sd_lidar

BT
receive sd.lidar ) N )
[no Lidar failure [Lidar failure ~ +L, <> Probability Switch
detected] detected] ~ o 10E-6

» W "cut-sets” -= (List)

| > [ setlg_mode: Recover
mode := Recover N

> W "cut-sets” -> (List)
6 2 setlg_mode: Normal
’—> 2 write Cloud_map_host (lidar_output)

& write Occupancy_grid_host

mode := Normal

write lidar_output

N
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Mapping Requirements to Technical Elements = - A#y
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Timing Contracts

A: sd occurs every 66 ms.

G1: Reaction(sd.OK, fused_objects) within [100,1006] ms in mode Normal.
(G2: Reaction(sd.NOT_OK, set(mode,Recover)) within [5,66] ms in mode Normal.
G3: Reaction(sd.OK, fused_objects) within [100,940] ms in mode Recover.

Transformation Hub

Y ? (VIT)

Lidar Grabber

Aj:sd.lidar occurs every 66 ms.

Gy1:Reaction(sd.lidar.OK, (set(mode,Normal),lidar_output)) within [5,60] ms.
Gy o:Reaction(sd.lidar.NOT_OK, (set (mode, Recover)) within [5,60] ms.

Camera Grabber
Ac|: sd.camera occurs every 66 ms.

Gc1: Reaction(sd.camera.OK, (set(mode,Normal),lidar_output)) within [7,60] ms.

Gcz:Reaction(sd.camera.NOT_OK,(set(mode,Recover)) within [7,60] ms.

sdlidar | | |

___________________________________________________________________________________

.........................

- : - (SR12) I, [ (SR1-3)

{[SRA-1AAL, - [SR1-1.2.10 Obect Localization [gp g 95 3h 1
| lidar_output | (OB} [oc via | °Plect_poses : N s \
H Lidar

Object Localization via Lidar
Gpr:Reaction(lidar_output,object_poses) within [120,795] ms.

Object Localization via Camera
Goc: Reaction(frame,bounding_boxes) within [20,55] ms.

Sensor Fusion
GF1:Reaction(object_poses, fused_objects) within [5,25] ms.
Gp3: Reaction(bounding_boxes, fused_objects) within [5,25] ms.
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DASM
Obj. Loc. via
sd.camera Camera
S Lane Detection Function
""""""""""""""""""""""""""""""""" _ Lane_Detection | Runnable |
Lidar Grabber ~ © Lidar_Function
~ * Activity Graph
— 2 read sd_lidar
£ Ticks
f? M M {no Lidar failure Lidar failure ¥ & <> Probability Switch
satisfaction) "=
- @ "cut-sets” -> (List)
mode := Normal & setlg_mode: Recover
write lidar_output v+ 0999999
@ “cut-sets” -> (List)
("= setig_mode: Normal
> < & write Cloud_map_host (lidar_output)

|_# write Occupancy_grid_host



Mapping Requirements to Technical Elements P =" A#y
TASTLE =

Virtual Integration Testing

Transformation Hub

561 iN
A: sd occurs every 66 ms.
G1: Reaction(sd.OK, fused_objects) within [100,1006] ms in mode Normal.
G2: Reaction(sd.NOT_OK,set(mode,Recover)) within [5,66] ms in mode Normal.
G3: Reaction(sd.OK, fused_objects) within [100,940] ms in mode Recover.

| {[BRAAAAY, [SRAZIR, Object Localizaton [Gpash, |
i " lidar_output | object_poses us
Lidar Grabber B : i

Apq:sd.lidar occurs every 66 ms.

Gy 1: Reaction(sd.lidar.OK, (set(mode,Normal),lidar_output)) within [5,60] ms.
Gy: Reaction(sd.lidar.NOT_OK, (set(mode, Recover)) within [5,60] ms.

Camera Grabber

=) ufy -
Ac: sd.camera occurs every 66 ms. 1 - - N e
GCI:Reaction(sd.camera.OK,(set(mode,Normal),lidar_output)) within [7,60] ms. -
Gc2: Reaction(sd.camera.NOT_OK, (set (mode,Recover)) within [7,60] ms.

Object Localization via Lidar
Gor: Reaction(lidar_output,object_poses) within [120,795] ms.

Object Localization via Camera

GOC: Reaction(frame,bounding_boxes) within [20,55] ms. . P re re q u I S IteS :

Sensor Fusion

GF1:Reaction(object_poses, fused_objects) within [5,25] ms.

G Renctionoomtin. noree et Sty vichin (5,257 . = Signal “sd” contains both “sd.lidar” and “sd.camera’
= Signal “sd” is OK means sensors are OK:
" sd.OK =sd.lidar.OK Or sd.camera.OK
» Mode of “object detection” is the shared with sub
components “camera grabber” and “lidar grabber”:

" Object Detection.mode = Lidar
Grabber.mode = Camera Grabber.mode
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Mapping Requirements to Technical Elements = - A#y
TASTLE o

Virtual Integration Testing

Transformation Hub

561 iN
A: sd occurs every 66 ms. v
G1: Reaction(sd.OK, fused_objects) within [100,1006] ms in mode Normal. s
G2: Reaction(sd.NOT_OK,set (mode,Recover)) within [5,66] ms in mode Normal. e mememeemeemeeeeeeaieieieioos
G3: Reaction(sd.OK, fused_objects) within [100,940] ms in mode Recover. Obll

SR N o (SR-12) I, [ (SR13) I
Object Localization [gn 44730 ; _:_

object_poses

(SR SRtz

lidar_output Obj. Loc. via

Lidar Grabber

<d Lidar >
Apy:sd.lidar occurs every 66 ms. 0
Gy 1: Reaction(sd.lidar.OK, (set(mode,Normal),lidar_output)) within [5,60] ms.
Gy: Reaction(sd.lidar.NOT_OK, (set(mode, Recover)) within [5,60] ms.

sd.camera | !
Camera Grabber

Aci:sd.camera occurs every 66 ms.
GCI:Reaction(sd.camera.OK,(set(mode,Normal),lidar_output)) within [7,60] ms.
Gc2: Reaction(sd.camera.NOT_OK, (set (mode,Recover)) within [7,60] ms.

Object Localization via Lidar
Gor: Reaction(lidar_output,object_poses) within [120,795] ms.

Object Localization via Camera

Goc: Reaction(frame,bounding_boxes) within [20,55] ms. u ASS u m ptl O n S :

Gt s oty e 335 1 = Object Detection:
= A: sd occurs every 66ms
= Lidar Grabber:
" A Ll: sd.lidar occurs every b6bms
= Camera Grabber:

" A Cl: sd.camera occurs every 6bms

» Check(AC A, NAC AL): YV
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Mapping Requirements to Technical Elements = =" A#y
TASTLE o

Virtual Integration Testing

Transformation Hub

561 iN
A: sd occurs every 66 ms. .
G1: Reaction(sd.OK, fused_objects) within [100,1006] ms in mode Normal.
G2: Reaction(sd.NOT_OK,set(mode,Recover)) within [5,66] ms in mode Normal.
G3: Reaction(sd.OK, fused_objects) within [100,940] ms in mode Recover.

i[SRA1AAL  [SR1-1.2.10 Object Localization [gp 445 30

" lidar_output | object poses

Lidar Grabber

Apy:sd.lidar occurs every 66 ms. 0
Gy 1: Reaction(sd.lidar.OK, (set(mode,Normal),lidar_output)) within [5,60] ms.

Gy: Reaction(sd.lidar.NOT_OK, (set(mode, Recover)) within [5,60] ms.

sd.camera | !
Camera Grabber

Aci:sd.camera occurs every 66 ms.
GCI:Reaction(sd.camera.OK,(set(mode,Normal),lidar_output)) within [7,60] ms.
Gcz:Reaction(sd.camera.NOT_OK,(set(mode,Recover)) within [7,60] ms.

Object Localization via Lidar
Gor: Reaction(lidar_output,object_poses) within [120,795] ms.

Object Localization via Camera

Guarantees:
G, : Reaction(frame,bounding_boxes) within [20,55] ms. R .
Secl):or Fusion - Object De'[eC'[IOI’]

Gr1: Reaction(object_poses, fused_objects) within [5,25] ms. = Gl: Reaction(sd, fused objects) within [100,1006]ms in mode Normal.
GFZ:Reactmn(boundmg_boxes,fused_ob]ects) within [5,25] ms. —

= Lidar Grabber:
® GLl: Reaction(sd.lidar.OK,lidar output) within [5,60]ms.
= Object Localization via Lidar:

GOL: Reaction(lidar output,object poses) within [120,795]ms.
» Sensor Fusion:

GFl: Reaction(object poses, fused objects) within [5,25]ms.

» Check: 5+ 120+ 5 = 130,60 + 795 + 25 = 875,[130,875] < [100,1006]
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Mapping Requirements to Technical Elements = =" A#y
TASTLE o

Virtual Integration Testing

Transformation Hub

561 iN
A: sd occurs every 66 ms. .

G1: Reaction(sd.OK, fused_objects) within [100,1006] ms in mode Normal.
G2: Reaction(sd.NOT_OK,set(mode,Recover)) within [5,66] ms in mode Normal. e meenemamemeeieaneaaas e e e
G3: Reaction(sd.OK, fused_objects) within [100,940] ms in mode Recover. Objed SR-1-12

et e T B b (e (Rl

3 i SR112.1° Object Localization SRA123- : :

sd.lidar | | | h \idarﬁoulputi object_poses s ] : ; i -

Lidar Grabber ' =

Ap1:sd.lidar occurs every 66 ms.
Gy 1: Reaction(sd.lidar.OK, (set(mode,Normal),lidar_output)) within [5,60] ms.
Gy: Reaction(sd.lidar.NOT_OK, (set(mode, Recover)) within [5,60] ms.

sd.camera | ¢
Camera Grabber

3‘ X -1-1.1.; "\ i _-‘ i -Fundion
Acy: sd.camera occurs every 66 ms. e e e

- £ _Delecti
Gc1: Reaction(sd.camera.OK, (set(mode,Normal),lidar_output)) within [7,60] ms. LTI semsm oo oo e .
GC2:Reaction(sd.camera.NOT_OK,(set(mode,Recover)) within [7,60] ms.

Object Localization via Lidar
Gor: Reaction(lidar_output,object_poses) within [120,795] ms.

Object Localization via Camera u G u aran te eS .

Goc: Reaction(frame,bounding_boxes) within [20,55] ms. . .

Sensor Fusion = O bJ ect DeteCtI on.

GF1:Reaction(object_poses, fused_objects) within [5,25] ms. . . . . .
G Reaction(bounding_boxes, fused_objects) within [5,25] ms. . Gl . Reactlon (Sd, fused_Obj eCtS) Wlthll’l [ 100 7 1006] ms 1n

mode Normal.

= Camera Grabber:

" GCl: Reaction(sd.camera.OK, frame) within [7,60]ms.
= Object Localization via Camera:

" GOL: Reaction(frame,object poses) within [20,55]ms.
= Sensor Fusion:

" GF1l: Reaction(object poses, fused objects) within

[5,25]ms.

= Check: 7+ 20+5=32,60+ 55+ 25 = 140,[32,140] < [100,1006] ¢
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Mapping Requirements to Technical Elements = =" A#y
TASTLE o

Virtual Integration Testing

Transformation Hub

A: sd occurs every 66 ms. SG.1 =
G1: Reaction(sd.OK, fused_objects) within [100,1006] ms in mode Normal.
G2: Reaction(sd.NOT_OK,set(mode,Recover)) within [5,66] ms in mode Normal.
G3: Reaction(sd.OK, fused_objects) within [100,940] ms in mode Recover.

i[SRA1AAL  [SR1-1.2.10 Object Localization [gp 445 30

" lidar_output | object_poses

Lidar Grabber

Apy:sd.lidar occurs every 66 ms. 0
Gy 1: Reaction(sd.lidar.OK, (set(mode,Normal),lidar_output)) within [5,60] ms.

Gy: Reaction(sd.lidar.NOT_OK, (set(mode, Recover)) within [5,60] ms.

sd.camera | !
Camera Grabber |

Aci:sd.camera occurs every 66 ms.
GCI:Reaction(sd.camera.OK,(set(mode,Normal),lidar_output)) within [7,60] ms.
Gcz:Reaction(sd.camera.NOT_OK,(set(mode,Recover)) within [7,60] ms.

[ Runnavie |

Object Localization via Lidar
Gor: Reaction(lidar_output,object_poses) within [120,795] ms.

Object Localization via Camera

Guarantees:
G, : Reaction(frame,bounding_boxes) within [20,55] ms. R .
Secl):or Fusion - Object De'[eC'[IOI’]

Gr1: Reaction(object_poses, fused_objects) within [5,25] ms. " Gl: Reaction (sd.NOK, set (mode,Recover)) within [5,66]ms in mode
GFZ:Reactmn(boundmg_boxes,fused_ob]ects) within [5,25] ms. Normal

» Lidar Grabber:
" (GLl: Reaction(sd.lidar.OK, set (mode,Normal)) within [5,60]ms.

" (GL2: Reaction(sd.lidar.NOK, set (mode,Recover)) within [5,60]ms in
mode Normal.

= Camera Grabber:

= GCl: Reaction(sd.camera.OK, set (mode,Normal)) within [7,60]ms.

= GC2: Reaction(sd.camera.NOK, set (mode,Recover)) within [7,60]ms in
mode Normal.

= Check: £
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Satisfaction Checking cTED 4#7
TASTE ~

Transformation Hub

5G-1 =N
"""""""""""""""""""" Object Detection“smana .
e e T e e TS . [ER12 I [BR13) 1
Lidar Grabber P {[SRAAAAL © [SRa 240, Oblect LocalFation [gpa1230, . | S
. . sdlidar | | “ lidar_output | Obj_Loc._ via object_poses i j
Aj:sd.lidar occurs every 66 ms. o : Lidar iPlanner - »iController-4->{_}

Gy1:Reaction(sd.lidar.OK, (set(mode,Normal),lidar_output)) within [5,60] ms.
Gy o:Reaction(sd.lidar.NOT_OK, (set (mode, Recover)) within [5,60] ms.

Obj. Loc. via
Camera Grabber R N A
Ac|: sd.camera occurs every 66 ms. T
Gc1: Reaction(sd.camera.OK, (set(mode,Normal),lidar_output)) within [7,60] ms. T

Gcz:Reaction(sd.camera.NOT_OK,(set(mode,Recover)) within [7,60] ms.

sd.camera
: Lane Detection

Function

| Runnable |

Object Localization via Lidar
Gpr:Reaction(lidar_output,object_poses) within [120,795] ms.

( Lidar Grabber ~ @ Lidar_Function
~ * Activity Graph
> & read sd_lidar

Object Localization via Camera

Goc: Reaction(frame,bounding_boxes) within [20,55] ms. ) o » ST
! sseced] soeced] v - 06

@ "cut-sets” -> (List)
& setlg_mode: Recover
v+ 0999999
@ “cut-sets” -> (List)
& setIg_mode: Normal
> - & write Cloud_map_host (lidar_output)

_# write Occupancy_grid_host

Sensor Fusion
GF1:Reaction(object_poses, fused_objects) within [5,25] ms.
Gp3: Reaction(bounding_boxes, fused_objects) within [5,25] ms.

mode := Normal
write lidar_output

mode := Recover
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Satisfaction Checking
Approach and Structure of the RTana,,, Model

= APPAMC model is translated into RTana,;,, model

= Assumptions are translated into event sources

= Guarantees are translated into observer automata

» Additional components provide for fault injection

TASTE >

Transformation Hub

i DLR

A: sd occurs every 66 ms.

G1: Reaction(sd.OK, fused_objects) within [100,1006] ms in mode Normal.
G2: Reaction(sd.NOT_OK,set(mode,Recover)) within [5,66] ms in mode Normal.
G3: Reaction(sd.OK, fused_objects) within [100,940] ms in mode Recover.

Assumption: “sd.lidar
occurs every 33ms”

Scheduler 1 Scheduler 2

Port

sd.lidar
Source Q—.Em
Lidar.fault

;|

[ Inject Lidar.failure sporadically }

at most every second sd.lidar

r{ Lidar_Grabber I—+DII- ————————————

Other Task —II» Other Task

Hardware Platform

Contract-Based Design in Model-Based Systems Engineering, Ingo.Stierand@DLR.de

Observer

__+

Guarantee:
“Reaction(sd.lidar.OK,
lidar_output) within

[5,60] ms”

| G1: The system is acceptably safe G16: Al isk control measures have
===z been properly rea\‘uied in the system.
1 Seea

e + T
| G3: All identified hazards have I

]
G27- All safety mechanisms are
been w‘uigaled
et T T

(Omitted

¥
G8: Avoid hazard H-1
braking maneuver]

S4: Argumentation over activities to
demonstrate sul fficiently low
occurrence probability of hazard

G29: All safety-rela
satisfy their ti




atisfaction Checking
Example

B rtana2sim _ %
File
Input Log
1// Copyright (C) 2022 by DIR e. V. A || Start RTana parser...
S Started in Analysis Mode
2 Analysis: started.
3 const FAULT NOT PRESENT=1; Analysis: performing random unroll strategy...
4 const FAULT PRESENT=2; Analysis: clearing state space...

Analysis: unrolling finished.

unrolling finished with 1.002 states and queue size 433 (0.01 secs)

Analysis: checking properties...

Analysis: STS is not closed.

Analysis: property (C2__G_1.mode != BAD && C2__G_2.mode != BAD) is satisfied.
Analysis: property C2__G2.mode != BAD is satisfied.

5const BLACK=1;

6 const RED=2;

7 eonst GrabberMode Normal=1:

& const GrabberMode_Recover=2;

9ports dummy[0]:=1 OS_Overhead trigg OS_Overhead_fin[0]:=1 Lidar_Grabber_ trigg Lidar_Grabbe

11 signal periodic 100ms_signal -> 0S_Overhead trigg:s

12 signal periodic_33ms_signal -> Lidar_Grabber_trigg PRE_SFM_gpu_POST_trigg;
13 signal periodic bms_signal -> DASM trigg;

14 signal periodic 10ms_signal -> CANbus_polling trigg;

15 signal periodic 15ms_signal -> EKF_trigg Planner trigg;

16signal SFM stim signal -> SFM_trigg:

17 signal periodic_400ms_signal -> PRE_Localization_gpu_POST_trigg:
13 signal Localization_stim_signal -> Localization_ triggs

19 signal periodic_66éms_signal -> PRE_Lane_detection_gpu POST trigg;
20 signal Lane_detection_stim signal -> Lane detection_trigg:

21 signal periodic 200ms_signal -> PRE Detection_gpu POST_ trigg:
22signal detection stim signal -> Detection_trigg:

23 source periodic_100ms [100,100] periocdic_100ms_signal!l;

24 source periodic_33ms [33,33] periodic 33ms_signall!l;

75 source neriodic Sms [5.51 periodic Sms sianalll: M
< >
mode |Analysis ma. states [#] | 1000 ]
Go
strateqy Random max. runtime [s] | 602

Transitions Ports o
dummy

QOS_Overhead_trigg

0S_Overhead_fin

Lidar_Grabber_trigg

Lidar_Grabber

PRE_Detection_gpu_POST
TP
Hﬁ:@ Wil ]

CANbus_polling

Lidar.transient_failure
Lidar.permanent_failure

Camera.permanent_failure EKF
Camera.transient_failure
sd_lidar Planner
lg_mode

v Sources/Components || lidar_output

periodic_100ms lidar_input PRE_SFM_gpu_POST

sd_camera
cg_mode PRE_Lane_detection_gpu_POST [TTT [T
Image_host o
Iframe Jane.lines. host Lane_detection
mage_lane_lines_hos ﬂjﬁﬁﬁ P
DASM_trigg o7 4O
DASM._fin PRE Localizaton gpu POST [T TTTTT_TT TTT TTTT T1
speed_objective o o
steer_objective Localization [TTTTT _TT TTT [TTT 1T

T\STE 42

v Core5 (Type: sched_fpp)
DASM (----)
OS_Overhead (-,--,-)

v Core4 (Type: sched_fpp)

CANbus_polling_trigg
CANbus_polling_fin

Vehicle_status_host
<

SFM
<

il

]|
-
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Entwicklung von sicheren Over-the-Air-Updates TAg_-i-E\

Betelligte Akteure und relevante Prozessschritte Transformation Hub

Software-Zulieferer Fahrzeug-Hersteller Endkunde/Fahrzeug

--------------------------------------
0 .

_______ >OEM/Int;egrator gd e m‘\\

Software-Hersteller % Update-Center

N o
.....................................

Ubertragung des . Laufzeit-
Installation des 5

Updates an das Uberwachung
Updates .

Fahrzeug und -diagnose

Spezifikation und Qualitatssicherung, Kompatibilitats-
systematische 3 (Re-)Zertifizierung 4 und Integrations-
Entwicklung und Freigabe tests

Durchfuhrung Verifikation der Aktivierung der

virtueller korrekten aktualisierten
Integrationstests Funktionsweise Funktion

* Erflllung der Lieferverpflichtungen * Zeitnahe Umsetzung notwendiger Anpassungen * Komfortabler Update-Vorgang

* Effiziente Entwicklung und (Re-)Zertifizierung * Garantierte Kompatibilitat und Integrierbarkeit * Sicherer Betrieb des aktualisierten Systems
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Prozessschritte beim Software-Zulieferer

STED 4#7
Entwicklung neuer Funktionen und Updates TASTI: DLR

Transformation Hub

1. Systematische Entwicklung neuer Funktionen und Updates
» Spezifikation des gewtinschten Verhaltens von Software-Komponenten
= z.B. unter Verwendung von Assume/Guarantee-Contracts (u.a. fur Zeit- und
Speicherbudgets)

= Ausnutzung formal definierter Kompositions- und Verfeinerungsoperationen
* Prozessbegleitende Verfeinerung der Spezifikationen

req [package] FunctionalLevel [Functional ILevel - LaneDetection]

(e |
et e \ asatisfy»
Spezifikation B :
«block»
k. LaneDetection
n Ll
= parts
- arequirement» : FrameBuffer «requirements
8 G ) ifi i c_ld_fb :LD c_id_id
‘ | pezifikation D d_fb gy : _ld_
N proxy ports 0
[u] {\ Curves: Event /i
o — '\‘ Frame: ~Event {conjugateC>O H
oL . AclEEEEEE . D 1\\;» nsqtlsfw»
Spezifikation C [As) |
-D ablockn )

4

Spezifikation A

updateF: Event
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Bildquelle des Symbols fiir Spezifikationen: Modifizierte Version eines Icons von smalllikeart auf Flaticon.

URL: https://www.flaticon.com/de/kostenloses-icon/dokument 888034



https://www.flaticon.com/de/kostenloses-icon/dokument_888034

Conclusion C =" 4#7

» Model-based systems engineering helps in solving many challenges in
engineering processes

* The SPES modeling framework aims at supporting engineering of (safety-
critical) cyber-physical systems

» Contract-based design provides formal design and engineering support:
= Correctness of key design steps becomes verifiable
= Enables tool support in verification tasks

* Industrial example demonstrates applicability
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